Steal this Code




Who am I?

® Flex developer

® Blogger: dougmccune.com

® Author:Adobe Flex 3.0 for Dummies
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What am | going to talk about!?

What'’s in a SWF!
Decompiling tools

Example: decompiling Photoshop Express
What you get, what you don’t
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What’s a SWF?

® ActionScript Byte Code (ABC)

® Embedded graphical assets (swf, png, etc)

® Shapes drawn in Flash Authoring
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What’s a SWF?

the good stuff

® ActionScript Byte Code (ABC)

V

| don’t care
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Decompiling Tools

® Sothink SWF Decompiler
e $80, Mac or PC, works great

® Nemo 440

e free AIR app, generates ABC bytecode
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How easy is it!




But there’s a catch

while (_loc_8 <= 30)

{
_loc_ 9 = 1;
_loc_10 = tTable[_loc_8];
_loc_11 = Math.sgrt(1 + _loc_10 * _loc_10);

_loc_ 9 = _1oc_9 / _loc_11;

_loc_10 = _loc_10 / _loc_11;

_loc_12 = _loc_3 - uTable[_loc_8&8];

_loc_13 = _loc_4 - vTable[_loc_8];

_loc_14 = (-_loc_12) * _loc_10 + _loc_13 * _loc_9;

* actual code from Photoshop Express



WWhat you get and what
you don'’t

You get:
® package structure
® class names
® method names and signatures
°

class-level variable names
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Comparing ActionScript, ABC
bytecode, and decompiled source

Example ActionScript function:

public function mySuperSecretSauce(input:String):String {
size:Number = input.length;
for( 1:Number = 0; 1 < size; 1++)
{
1f(input.charCodeAt(i) > 32)
{

return input.substring(i);

¥
¥

return "";

¥



Comparing ActionScript, ABC
bytecode, and decompiled source

ABC bytecode:

function mySuperSecretSauce(String):String {
getlocal®

pushscope

getlocall

getproperty length

convert_d

setlocal?

pushbyte

convert_d

setlocal3

jump

0
1
2
3
5
)
/
9
1
1

label
getlocall




Comparing ActionScript, ABC
bytecode, and decompiled source

Decompiled source (from Sothink decompiler):

public function mySuperSecretSauce(paraml:String) : String {
_loc_2:* = paraml.length;
_loc_3:Number;
while (_loc_3++ < _loc_2){
// label
1t (paraml.charCodeAt(_loc_3) > 32){

return paraml.substring(_loc_3);




Common problems

® For loops become while loops

® |nitial variable values are lost

° Dupllcated new object creatlon
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Original decompiled code:

public function adjustHue(paraml:Number):void {
paraml = paraml * (Math.PI / 180); ABC (byte COde)

_loc_2:* = Math.cos(paraml);
_loc_3:* = Math.sin(paraml);
_loc_4:Number;

_as3_setlocal <3>
_as3_pushdouble 0.213
_as3_convert_d
_as3_setlocal <4>
_as3_pushdouble 0.715

_loc_5:Number;
_loc_6:Number;
_loc_7:* = new Array(...);
concat(_loc_7);
return;

_as3_convert_d
_as3_setlocal <5>

_as3_pushdouble 0.072
_as3_convert_d

“Correct” decompiled code: _as3_setlocal <6>

public function adjustHue(paraml:Number):void {
paraml = paraml * (Math.PI / 180);
_loc_Z = Math. cos(paraml),

_ .Number =
_5:Number =
:Number =

concat( loc _7);
return;




Common problems

® Duplicated new object creation

_loc_6:* = GetSourceToltemCoordTransform(null);
GetSourceToltemCoordTransform(null).invert();

_loc_5:* = new TraitsEntry(Q);
classes[_loc_3] = new TraitsEntry();

_loc_8:* = new MetadataEntry();
metadata[_loc_2] = new Metadatakntry();




Fucking with Natzke

|
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Was that made with

You can quickly check what projects were used
with simple package checking:

® Flex: mx.*

mx.core.Application.VERSION
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Security Implications

® NOTHING is safe in your SWF

® NEVER store passwords of any kind

® Secure your services on the web server!
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Don’t do this!

public class OnlineDataProvider extends BaseDataProvider

{

public password:String;

public sessionID:String;

private static ws :WebService;

public static const adminPW:String = "testingl23";

override public function Login(paraml:String, param2:String) : void

{

this.password = paramZ;
Log("Login " + paraml);
ws.Login.addEventListener("result", OnLoginCallback);

1f (paraml == "admin@website.com" || paraml == "doug@dougmccune.com™)

{
¥

else

{
}

return;

ws.Login(paraml, param2, adminPW, DataService.VERSION);

ws.Login(paraml, param2, "", DataService.VERSION);




Stealing Photoshop Express
filters

® |mage manipulation algorithms
are mostly just math

(algorithms = easy to steal)
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Look how beautiful it is!

= com
¥ = photo
¥ L= editing_pipeline
'+ AutoLevelsltem.as

BWltem.as
ColorMaskltem.as
ColorMatrixltem.as
CombinedCurveltem.as
CropAndRotateltem.as
Curvesltem.as
DeMoiseltem.as
Distortltem.as

Exposureltem.as

FillLightltem.as




Sometimes you chuckle

private function PipeRendererWatch(paraml:Event) : void

{
}

this.callLater(Stupid);

private function Stupid() : void
{

}

this.callLater(DoRender);

else if (_loc_6 > @) 1f (_loc_18 == -1 || _loc_19 == -1)
{ {

_loc_2.y = _loc_2.y + ("oh shit!");

(_loc_2.height - _loc_6) / 2; }

_loc_2.height = _loc_6;

}

else

{
¥

C'WTF?12121");




Obfuscation

® Obfuscation is the process of making your
source code intentionally horrible to read

® Obfuscation is a hurdle
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Obfuscation problems

® You're not running the code you wrote!

| have not found any obfuscators that work
100% with the Flex framework

K Ob_f_uscatlon is a one way street and dlffcult_

s L b R SR i R A S e L R
P Femd 120 ¥ e d Joh ety o
SO l- -'. 5 " A A s Jix -. . '-'.~ c " . "Iﬁ- g ==l e e) e ALl
S e LA '] e '-= p -"r;‘_f'." "* ""'ﬂ ~7 g »‘*-‘"-':" -'""3"» ‘,"'"--' i -..-“.‘ '---"--'in'.‘-" *‘"- 'i’;i'*,- .-' 1- <& ' .""* =) -'-.: '~'+",'- "“ "'" -I:... .-'.-'-.,‘:1-_. --‘."r']':h. "'.'.". "".rﬂ'-.': ..._._1_.._:-_,{__,‘_._. S R T A
- 7, i : ~Vid Y e ot ¥ ¥ B Vil T a B aY af ol a N i U RS Ll R e T i N




Good obfuscation is a bitch

Example from Desktop Tower Defense SWF

\x01 = -1921 + \x01\x02(Q);
while (A\x01 = eval("\x01") - 825, eval("\x01") == 612)
{

\Xx01 = eval("\x01") - 523;

break;

}

\x01 = eval("\x01") - 15;
1f (eval("\x01") == 585)
{

\Xx01 = eval("\x01") - 275;

}



Encryption

® Approach: load an encrypted SVVF at
runtime and decrypt

® Options: Runtime Shared Library (RSL), Flex
modules,
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Encryption problems

® You have to decrypt at runtime for Flash
Player to be able to run your code

® This probably means custom loading code
(modified preloader, ModuleManager, etc)
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Legality/Morality

® You're probably violating someone’s terms of
use:

From a real terms of use document;
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Don’t be a dick

Use your powers for good, not evil
Learn from other people

Don’t fuck people over, karma’s a bitch
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Thanks!

http://dougmccune.com/blog

doug@dougmccune.com
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